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IN THE DECADES which have followed Gandhi's elaboration of 
nonviolent forms of social resistance, innovations in both the techniques 
and instruments of socio-political control have developed which 
threaten the functional viability of some of the practical applications 
of Gandhi's teachings and other more recent nonviolent tactics. What is 
presented below is a series of snapshots covering the state of the 
developments in new repression technologies, their role, function, and 
implications for future nonviolent actions. Evidence is presented both to 
explain how certain police and paramilitary tactics can undermine 
peaceful nonviolent actions and how a creative approach can take such 
possibilities into account and therefore maintain the principle and the 
power of nonviolent action. The paper concludes with an analysis of 
what can be done for expanding our awareness and for actually dealing 
with the threats that new tools of repression pose to the ethos of 
nonviolent techniques of social resistance. In particular, a case is made 
for increasing nonviolent actions against the production and export of 
the technology of political control at the site of their manufacture. 
Such actions can forge a direct link of contact and solidarity to 
highlight the implications of local work by white-collar mercenaries 
in the so-called liberal democracies. 

THE NEW TECHNOLOGIES OF POLITICAL CONTROL 

To illustrate some of the threats posed by what might be lumped 
together as advances in state repression technologies, it is worth 
exploring both what is meant by such terminology and what might be 
called the state of the art. The arsenals of repression now comprise the 
following categories: 

Area denial technologies include razor wire used to seal off selected 
zones; surveillance, telephone and fax-tapping networks used to track 
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dissidents; computerised communication; command and control systems 
linked to data banks and remote terminals (in security vehicles, border 
checkpoints etc); automatic vehicle recognition and tracking equipment; 
riot technology including whips, shotguns, incapacitating and less 
lethal weapons such as water cannon, sten grenades, multi-shot riot 
guns, plastic bullets, chemical irritants, electrified shields and 50,000 
volt shock prods; jelly fish venom injector weapons; sound, light and 
electromagnetic zapping technologies; pre-fragmented exploding 
ammunition, dum-dum bullets; internal security and public order 
vehicles; helicopter mounted crowd monitoring equipment; stroboscopic 
cameras which can photograph every participant in a demonstration in 
a matter of seconds; identity recognition systems; silenced sub-machine 
guns and assassination rifles; precision infrared and laser night sights; 
automated execution systems; image intensifiers; prison and restraining 
technologies, leg irons and thumb cuffs, blunt trauma inducing drugs; and 
interrogation and torture technologies. Apart from this hardware, 
there are also numerous standard operating procedures which form the 
software component of the trade. For example, the riot and counter-
insurgency training, "low-intensity conflict" advisory support and 
technical support provided in various counter terror manuals, including 
the business of teaching scientific methods of interrogation, torture, 
execution, and the more brutal forms of human destruction supplied to 
authoritarian regimes. 

The role and function of this equipment is to enhance the operation 
capacities of state security, paramilitary and policing agencies, by 
both speeding up processes of mass socio-political control and making 
them much more efficient in targetting those who might think of 
further questioning the prevalent status quo. The number of companies 
which make up the police industrial complex supplying such wares has 
grown substantially over the last decade or so. When the Richardson 
Institute first started to monitor the companies trading in state security 
supplies, less than 60 were identified.)  More recently TRACES has 
uncovered nearly 3,000 and the list is still growing.2  With an increasing 
number of ethnic and national conflicts emerging, it seems probable that 
many governments will actively seek technological panaceas to 
destabilizing internal strife. 

UNDERMINING NONVIOLENCE 

Many of these new instruments provide a flexible but not always less 
than lethal coercive response to combat nonviolent actions. A design 
criterion has been to mask the real impact of their effects so that the 
media do not get an accurate picture of the level of coercion being 
deployed. Different pain thresholds can be built into the variety of the 
so-called less lethal weapons deployed. In practice, this means that 
quite severe punishment can be meted out to activists both directly at 
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demonstrations etc and less visibly via sustained harassment and 
tracking following surveillance operations to single particular 
individuals out. There is also some evidence, from studies of the anti-
Vietnam war demonstrations and from the conflict in Northern Ireland, 
that nonviolent episodes could be much more easily pushed into violent 
confrontations once new police technologies were either in evidence or 
actively deployed. 

Work undertaken at the Richardson Institute, for example, showed 
that the so-called "less-lethal weapons" could produce a long-term 
series of dysfunctional effects that further destabilized this conflict.3  
Not all of the effects of these weapons are intended. For example, it 
was noted in the early 1970s that each new introduction of less-lethal 
weapons in Northern Ireland was more severe in its effect than the 
system it augmented or replaced and was associated with an upsurge in 
the overall political death count.4  Further empirical work suggested 
that because these riot systems were being deployed within the context 
of a phased set of counter-insurgency tactics, the resistance they bred 
led to a successive deployment of each subsequent and more violent 
phase of the low-intensity conflict programme. In effect, they bred the 
dissent they were designed to "fix."5  Quite odd patterns of weapon 
deployment emerged when the statistics of munitions fired were 
analysed over longer periods of time. For example, fairly constant 
levels of munitions were used as if the supply itself was the greatest 
determinant of usage (See Fig. 1). 

A new form of multivirate time series analysis was evolved to track 
the effects of deployments of these weapons and tactics.6  What 
emerged was a complex set of causal influences which locked the 
participants into their own violent behaviour. During the periods 
where this conflict broke down, variables indicating violent behaviour 
of the various participants was most influenced by their own previous 
behaviour (See Fig. 2). 

Paradoxically, whilst these weapons were meant to provide a new 
series of flexible responses, their ultimate effect was to programme 
their targets into traditional anti-state activities and procedures. 

THE THREAT TO NONVIOLENT RESISTANCE AND 
SOCIAL DEFENCE 

The challenge, now that these technologies are being subject to 
substantial vertical and horizontal proliferation, is to restructure new 
forms of dissent in ways which are less centralised and less easily 
targetted. 

Many of these systems will undermine the efficacy of nonviolent 
forms of social resistance. The weapons described above have been 
designed to mask their violence and they form a bridge between doing 
nothing and opening fire with live rounds. Gassing and firing rubber 
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bullets appear relatively innocuous on TV screens but provoke 
unmistakable terror on the ground. Furthermore, the weapons and the 
indoctrination which goes with them (the weapons can kill but are 
presented as non-lethal), mean they are far easier for state security 
forces to actually use on crowds. 

Not all of the new control technologies are mono-functional. There 
are gray areas where what might be a legitimate technology in one 
state can be used oppressively in a different set of political 
circumstances. Computer systems, for example, or the traffic monitoring 
systems which are used in China were able to take photographs of the 
students in Tiananmen Square. These pictures were subsequently 
broadcast with a demand for identification together with a telephone 
number to ring for an anonymous reward. 

What can happen during such extreme circumstances is that people 
spontaneously develop countermeasures. For example, in Iran during the 
days of the Shah, demonstrators burnt his picture in front of the myriad 
spy cameras in the plazas around Teheran which directly fed into his 
palace—with a depressing effect on his morale. A more recent example 
is that of communications monitoring after the Tiananmen Square 
massacre—the authorities closely watched telephones and telexes but 
messages passed through the University Computer networks reached a 
world audience apparently without interference. 

FUTURE PROSPECTS 

Whilst such examples provide inspiration against a depressing 
backcloth of rising ethnic and nationalistic violence, spontaneous 
actions, no matter how heroic, can be a pure substitute for advanced 
preparation based on adequate Research & Development. 

Such work may inevitably be seen as subversion in almost every 
existing political context, barring one. Yet any government with full 
confidence could provide its people with powerful programmes of non-
cooperation. However, few governments (with the honourable 
exception of a previous Dutch coalition), have had the vision to 
actually recognise the need for R & D in supporting NVDA as part of a 
rehearsed strategy of social defence. The ambitious proposals put 
forward by the Dutch Commission on Nonviolent Conflict Resolution 
and Social Defence were controversial and yet in financial terms quite 
modest. For about the price of just one modern weapon system and a 
fraction of a percentage of the overall defence budget, the proposal set 
about exploring "the possibility of social defence in the face of 
advanced repression by states." Obviously such techniques can just as 
easily be used against a government at home as against any external 
attacker and for a variety of internal reasons the full study was never 
undertaken. And a government, providing formal support for such 
research to make social resistance more effective, must either have 
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confidence in their own democratic credentials or rely once again on 
apathy. The coalition which supported this study collapsed and the 
rest is history but the vision was a brave one. 

There are numerous zones of vulnerability and areas of resistance 
which with imagination and determination could yield new forms of 
political resistance which are not easy prey to such technologies. 

In recent years, several related conferences have taken place to 
exchange information on the increasingly powerful innovations in the 
new technologies of political control (TN in the Netherlands; CILIP in 
West Germany; and RSSC, CAAT, AI/MSP & Lobster in the UK). The 
initiative of groups such as TNI, CILIP, and State Research and others 
to create an informal anti-state repression alliance and network in the 
early 1980s proved a useful beginning. Conferences like these have led 
to an extremely useful, albeit informal, exchanges of sources and 
approaches for consolidating the material available to researchers in 
this field. Such forms of international cooperation are likely to become 
even more important in the future. 

Indeed many of the people involved in this commission will have 
experiences which are instructive and creative in avoiding state 
structures of domination. The plea here is to consider the advantages of 
collating and sharing methodologies to circumvent advanced state 
repression. State agencies worldwide are currently orchestrating their 
research efforts to produce even more efficient means and mechanisms of 
socio-political control. Multinational corporations and conglomerates 
have now spread the production of internal state security supplies into 
new spheres of influence. A destructive side-effect of this process is the 
increasing militarisation of the public sector. Countervailing research 
is necessary even to discover the level and extent of government and 
commercial involvement in manufacturing and supplying repressive 
techniques and technologies. 

Tracking the suppliers and manufactures of repressive technology 
and publishing what emerges is one powerful and nonviolent way of 
providing solidarity to those being targetted elsewhere. Many of these 
companies are harboured in the liberal democracies or are subsidiaries 
of quite well-known companies. With the growing trend for people to 
consider ethical investments, such companies are vulnerable to 
criticism—particularly if it affects their investments. A company—
TRACES—has been set up in Manchester, UK, with precisely this 
objective. Using a sophisticated interrelational database, it can track 
wares back to source and provide a higher profile for companies which 
would prefer this area of their work to remain entirely secret. Media 
enquiries can be despatched to the doors of directors to ask searching 
questions and set in trail political lobbying which can effectively halt 
the trade. 
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In the long run, however, detailed and determined research into 
countering new technologies of political control will become 
imperative. Initially this may simply mean organising structures of 
social resistance in new ways to retain effectiveness whilst avoiding 
the traps of a coercive police and paramilitary intelligence and 
infrastructure. Inevitably such work will be considered to be a form of 
subversive Research & Development but it can be argued that such a 
nonviolent undermining of coercive state structures is the raison d'être of 
peace research, even our moral duty. 

All these systems and technologies have basic flaws which permit 
their effects to be countermanded, if sufficient skill and determination 
are applied. If nonviolent forms of social resistance based on community 
rather than state are to continue to evolve, the threat posed by these 
technologies needs to be seriously addressed. As Johan Galtung has 
emphasized, "the social scientist should have at his disposal concepts 
and insights that enable him to construct worlds that have never 
existed, societies nobody dreamt of, and even indicate the condition 
that may lead to them."7  

To reiterate what has been said above, the use of modern repression 
technologies might make future resistance to either external attack or 
tyrannical internal control even more dangerous and difficult, if 
nonviolent approaches are to survive as the chosen principles of 
opposition. Without a grater measure of prior preparation, planning, 
and a forethought to deal with advanced technologies of repression, 
such principles may be doomed to turn into their opposite. Future 
research should address the challenge of understanding the hidden as 
well as the direct consequences associated with the use of repressive 
technologies. Such knowledge may potentially be applied to the 
development of relatively nonviolent counter-measures which do not 
merely reinforce, service, or sustain the programmes of repression 
which are opposed. The role of new police technologies in undermining 
nonviolence is no longer a future-related matter. Through a process.of 
decision and technological drift, as well as aggressive marketing 
strategies by the police industrial complex, such technologies are being 
integrated into state control systems now. Future strategies and tactics 
to obviate their effects are urgently required, if nonviolent social 
resistance strategies are to have more than an academic or ethical 
focus. This challenge must be a key objective of the collective efforts of 
peace researchers working in this field over the next twenty-five years, 
if the poverty-repression-militarisation cycle is to be broken. 
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